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PRIVACY POLICY 

Effective Date: July 25th 2023 

This Policy sets out: 

I.  How we collect and use your personal information 

II.  How we apply Cookie technology or Beacon technology 

III.  How we store and protect your personal information 

IV.  How we transfer your personal information to other entities 

V.  Your rights: How to access to and control your personal information 

VI.  Location of data storage, and cross-border transfer of personal information  

VII. Liability 

VIII. Amendment to this Policy 

IX.  Severability 

We, Synergy Automatics Ltd. (hereinafter referred to as “we”, “us” or “our”) respect and protect your 

privacy and personal information.  This Synergy Automatics Ltd Privacy Policy (hereinafter referred to 
as this “Policy”) explains the way we process your personal information and the rights you have under 

this Policy, when you use the IoTag GEAR App provided by us (hereinafter referred to as the “App”) to 

control and administer the IoTag GEAR Network IoTag GEAR Location Device that are connected to 
your App user account (hereinafter referred to as the “Device”).  Being the App operator, we act as the 
controller of your personal data which we will obtain directly from you as the data subject. The App 
may contain links to external websites operated by our affiliates, third parties or us.  When you click on 
such a link, the website will be presented in the web browser of your smart phone and the processing 
of your personal information will be subject to the privacy policy of the relevant website. 

If you would like more detailed information, please refer to the corresponding chapters in accordance 
with the index. 

This Policy applies to all users of IoTag GEAR products and services, to be specific, individuals who have 

complete capacity according to the Law and register with the App to enjoy the relevant IoTag GEAR 
products and services (each a “user”).  We do not intend to serve any minors nor collect any personal 
information from minors, and if, due to reasons out of our control such collection occurs, we will 
remove such information once we are notified. 

Your understanding of this Policy is necessary for you to use the App and its functions relevant with 
the Device and is also necessary for you to be a user.  We recommend that you carefully read and 
understand the full content of this Policy so that you can make relevant choices as you deem 
appropriate.  By clicking to accept or to show that you understand this Policy, you are deemed as 
acknowledging and consenting to comply with this Policy in your use of or in connection with the 
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App.  This Policy is not necessarily applicable to services, activities or products of third parties to which 
you may be referred and on which a different privacy policy might apply. 

1.         This Policy is to help you understand the type, reason to use and the collection mode of specific 
personal information, which is collected by certain products, services or functions of the App. 

2.         Your usage to certain functions of the App may initiate our collection of some information.  Such 
collection and its purpose, other than being required by applicable law (hereinafter referred to as 
“Law”), are clearly stated in this Policy for your review.  If you refuse to provide such information 
that is relevant to a specific function only, such function would not be available to you, but this will 
not affect your general access to other functions of IoTag GEAR products and services.  When 
certain categories of your personal information become unnecessary to be collected or processed 
in order to achieve all the applicable purposes specified herein, we will stop collecting the relevant 
personal information and/or de-identify or delete the information collected. 

3.         Generally, we do not share, disclose, or transfer your personal information to any third parties 
unless otherwise expressly stated in this Policy or required or permitted by relevant Law.  If the 
sharing, disclosure, or transfer of information is necessary, we will explain the reasons/basis for 
such sharing, disclosure, or transfer, and, to the extent legally required, obtain your express 
consent. 

4.         You may access, correct or delete your personal information, or withdraw previous consent, 
insofar as the processing of your personal information is based on your consent; you may also 
cancel your user account registered with the App (the “App account”), file complaints or reports 
or apply privacy setting to control your personal information or restrict us from further 
processing.  If the processing is based on our legitimate interests, you may also be entitled to object 
to the processing of data at any time.  This can be done via contacting us under the contact 
information listed in this Policy.  

5.         Insofar as the processing of your personal information is based on your consent or on a 
contract with you or the processing is carried out by automated means and you have supplied us 
with your personal information, we will, upon request, provide you with your personal information 
in a machine readable form in order for you to use such information with other service providers. 

6.         You may at any time refer your complaints to the relevant regulator in your jurisdiction if you 
believe that our processing of personal information violates the Law on personal information 
protection. 

7.         If you have any questions, complaints or comments related to this Policy, our implementation 
of the Law on personal information protection, or would like to exercise your rights as specified 
below and by the Law, please contact us under the contact information listed in this Policy. 

 Contact Information regarding Data Protection:  

Email: support@synmatics.com 

Please familiarise yourself with our privacy practices that cover how we collect, use, disclose, 
transfer, and store your personal information.  We undertake to comply with the Law on personal 
information protection applicable to us to protect your personal privacy and data security.  We also 
ensure that all of our employees will perform the abovementioned obligations.  The purpose of 
processing your information is to operate the App and the Device and to offer you better services and 
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improve the quality of our products, e.g. to support the development of new products and function 
upgrades of existing products in order to provide you with high-quality and suitable services. 

I.          How we collect and use your personal information  

(a)    Information Type, Collection Mode and Purpose 

We may process your personal information: for the purposes described in this Policy; with your 
consent; for compliance with our legal obligations; for the performance of a contract to which you are 
a party; in order to protect your vital interests; or when we have assessed it is necessary for the 
purposes of legitimate interests pursued by us or a third party to whom it may be necessary to 
transmit information (please refer to the Annex below for details). You are neither legally nor 
contractually required to provide the information under this section. If you refuse to provide this 

information, you may not be able to use the IoTag GEAR products and services or parts thereof.  

(1)    Personal Information provided during the registration procedure of your App account.  

An App account would be necessary for you to use functions in the App, especially those relevant 
to your Device.  When you register for an App account, we will collect and store your personal 

information, including your IoTag GEAR username, email address and password.  By providing your 
information, you are warranting that the personal information you have provided to us are 
complete and accurate.  To facilitate our internal processing to refer to the data related to your 

App account, upon the completion of your App account registration, an IoTag GEAR username 
(which is a random character string) will be assigned to your App account.  By having you bound 

with an App account and an IoTag GEAR  username, the App and we can recognise your commands 
and needs and to differentiate you among the other users, through which we can transmit your 
commands correctly to your Device, and to serve you on the basis of long-term understanding and 

perform the IoTag GEAR User Agreement with you.  

Your account registered with our e-shopping channel (if applicable) can also work as an App account 
or vice versa, we will recognise the accounts as owned by the same person if the same email address 
is provided for registration.  Please note that, the personal information we collect from the 
accounts registered by the same email address will be integrated and used according to the 
respective privacy policy binding upon such collection. The above information will be used to verify 
your identity; match and assemble the operations made in the name of your App account; match 
and feedback on the status of your Device; facilitate our handling of customer service and after-
sale requests you made to us; and send you notifications of the above, account verification, 
important changes and updates of service functions, and notices regarding technology and safety, 
etc. 

We also reserve the right to use your email address to contact you to send you interesting 
information about us and our products and services on a regular basis, i.e. direct marketing.  You 
may unsubscribe from our email direct marketing campaigns by clicking the unsubscribe button 
provided in every marketing email. 

(2)    Personal Information collected by the Device paired with your App account. 

To maintain and secure the performance by your Device of your commands and your Device status 
to be transmitted to reach your App account interface, and for your ease of review, some 
information sourcing from your Device needs to be transmitted through or stored at our 
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servers.  Among such information, those which may be deemed as your personal information 
include: (i) SSID, network layout and IP address of Wi-Fi network access status your Device refers 
to; (ii) model, serial number of your Device; (iii) the operational log, status data of your Device; (iv) 
error and upgrade history of your Device; and (v) photos/videos recorded by your Device (if 
applicable).  

Our processing of such personal information is limited to: 

(i)                For all such personal information transmitted through and stored at our servers, we 
conduct data processing to achieve the performance of your commands, to the end of 

performing the IoTag GEAR User Agreement with you.  A special case is to follow your 
instruction to have the information on your Device to be shared with other users: you may 
opt through the App to have your Device to be used and controlled by one or more users 
jointly (the “Device Sharing”), in which situation will be the “Main Account Holder”, and 
other users you invite and approve to control your Device through their App interface will 
be “Sub Account Holders”.  Both, the Main Account Holder and the Sub Account Holder are 
required to hold an App Account.  If you are one of the Sub Account Holders, your 
commands over the shared Device can be viewable by the Main Account Holder and other 
Sub Account Holders.  If you are the Main Account Holder, please make sure that the Sub 
Account Holder agrees with receiving your invitation.  The invitation for Device Sharing 
expires one week after the receipt.  If you do not accept the invitation, the information 
about the invitation will be deleted after the expiry of the invitation period.  The Main 
Account Holder will be provided with a list of the Sub Account Holders, who accepted the 
invitation including the date of Acceptance and the Sub Account Holder’s user 
name.  Besides that, neither the Main Account Holder may access further information from 
the Sub Account Holders nor may the Sub Account Holders access information from the 
Main Account Holder or other Sub Account Holders.  If you are the Sub Account Holder, 
please note that the Main Account Holder can withdraw your opportunity of Device Sharing 
anytime.  In this case, you will no longer be able to control the relevant Device anymore or 
access the information stored therein.  To operate the Device Sharing option, we use your 
email address, your App Account details and an identifier that connects your App with the 
Device.  Using this information is necessary to deliver the Device Sharing function to you 
upon your request. 

  

(ii)               We also use some personal information, along with your IoTag GEAR username, to 
compile analysis to spot potential market needs and common faults, and support the long-
term viability and ongoing updates of our technology regarding information systems, 
Devices and mobile applications.   

(iii)             We refer to operational logs and optimise and personalise the content of the App 
accordingly.  

(iv)              With regards any personal information collected by the Device owing to your 
commands or settings within the App, we will reasonably assume that they are performed 
by you, or by individuals from whom you have obtained full and valid consent or other 
legal grounds under the Law for us to collect, use, and transmit their personal information 
in strict compliance with this Policy. 
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Please kindly note that, if you choose to share control over your Device with an App account 
other than yours, the data collected from your Device during the control by another App 
account holder will also be recorded under the name of such App account. 

(3)    Personal Information collected from the App.  

To enable you to pair your App account with your Device and transmit your commands continually 
to your Device, during the period your account is logged in, we will collect (i) information of the 
mobile device on which you install the App, including device model operating system and its 
version, IP address, Mac address, country and city located; (ii) SSID, network layout, status and 
errors of the Wi-Fi network access your mobile device refers to; (iii) your App account’s pairing 
status, history and errors (if any); and (iv) log-in time, commands and operational log generated in 
the name of your App account.  We will also collect the “unification identification code” of your 
mobile device, i.e. its IMEI and MEID; the use will be limited to referring to your historical data 
collected or generated on the specific mobile device, and to recognise if your App account has been 
logged in a strange mobile device which may implies an App account theft. 

 The permission for “Storage” on your mobile device is indispensable for the operation of the App, 
its updates or upgrades, and storing any information collected form the App.  To conduct the above 
mentioned information, the following permissions on your mobile device will be sought by the App: 
(i) access to “Mobile Data” and “Location” in order to configure the connection for network 
matching and perform App functions that relies on network; (ii) access to “Device Information” in 
order to secure the use of your App account.  

Occasionally, some other permissions will be requested from you of which you may object, the 
consequence of which will inactivate certain functions pursued by you: (i) if you choose to use 
“Camera” to scan QR/bar code.  

Our processing of such personal information is limited to:  

(i)                 deliver the content of the App correctly, in particular to maintain the continual 
connection among your App account, your commands made through your App account and 
your Device;  

(ii)               process your commands, enquiries and requests with regard to your use of the App 
and/or your Device, including customer service;  

(iii)             compile analysis to spot potential common faults, improve our service quality and 
support the long-term viability and ongoing updates of our technology regarding 
information systems, Devices and mobile application (prior to being used for this purpose, 
the personal information would be de-identified as much as possible);  

(iv)              create and supplement our user profiling on you, therefore optimising and 
personalising the content of the App; and 

(v)                conduct our legal obligations such as “Know Your Clients”, record keeping and 
network security protection, in order to provide law enforcement authorities with the 
information necessary to prevent, tackle or supervise data security risks.   
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During Device Sharing, if you as the Main Account Holder intend to share control with other 
individuals whom have not been registered with the App, you are required to seek their consent 
prior to submitting their email addresses within the App, so that we could send them an email 
address containing an invitation to register for an App account.  

(7)    Remote Camera 

When your Mobile Device is equipped with a camera sensor, you may also instruct the Mobile 
Device to save the images captured by the camera sensor.  This function only allows you to save 
footage presented to you when you use the Camera Scanner function.  To make the pictures 

accessible to you via the App, they are stored in the IoTag GEAR Cloud.  You may also download 
the pictures to the smartphone on which you installed the App for your further use.  The pictures 
stored by the remote camera function will be saved until you request us to delete them or when 
you cancel your App account.   

Storing the images is necessary to deliver the remote camera function to you.  If the images and/or 
the recordings are taken from you, processing this information relies on and if they are taken from 
somebody else to pursue your legitimate interest to monitor your home. 

II.       How we apply Cookie technology 

(a)    How we apply Cookie technology to automatically collect information.  To facilitate your use 
of the App or of services provided by us, we may identify you through small data files, which may 
assist you in skipping the repeat input of your information or help determine the safety of your App 
account.  This data may include cookies, flash cookies, or other local stored data provided by the 
operating system on your mobile device (collectively, the “Cookies”).    

(c)    How to refuse to apply Cookie technology.  You can refuse to or manage the settings of Cookies 
through your web browser settings.  However, please note that if you disable Cookies, you may not 
enjoy the best service experience and certain services, which will not affect the core functionality 
of our products and services. 

III.    How we store and protect your personal information 

(a)    Our management and policies concerning data security. We undertake to maintain 
information safety to the level as specified by the Law, to protect your information from being 
improper disclosed, destroyed, misused, or lost.  We commit to take (or have taken) all reasonable 
measures to our best ability to safeguard the protection of the personal data through technical 
safety measures such as Secure Socket Layer (SSL) encryption access and an appropriate safety 
policy for our employees.  We also communicate our privacy and security guidelines to our 
employees and strictly enforce privacy safeguards within our group.  We have further established 
internal mechanisms to permit and approve the access to your personal information, and also select 
the trustful and qualified third-party providers of cloud facility for the storage of such data.  

(b)   Account Verification.  In the process of using your App account, to protect your App account 
security, we may undertake different verification measures to identify you.  For example, if your 
App account is logged in for the first time on a new mobile device, we may identify you by using 
your App account passcode sent to you by ways including, but is not limited to, a verification email. 
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(c)    Reporting mechanism for personal information safety accidents.  Please understand that due 
to limitation of technologies or potential malicious attacks, personal information safety accidents 
may unfortunately occur due to factors beyond our control.  If a safety accident occurs, if required 
by the Law, we will immediately notify you of the general facts and potential influences of the safety 
accident, measures we have adopted or will adopt, advice for you to protect your information and 
reduce risks, as well as remedial measures, etc.  We will inform you of the relevant facts of the 
accident by email, letter and telephone or by pushing notifications as per your settings on receiving 
communications from us.  If it is impossible or difficult for us to contact every affected user 
individually, we will publish notifications in a reasonable and effective manner.  We will also report 
the result of personal information safety accident to regulatory departments if required. 

(d)   Store your information with time limitations.  We will only store your personal information for 
the period necessary to fulfil the purposes outlined in this Policy or required or permitted by the 
Law.  When assessing these periods, we carefully examine our needs to collect personal 
information as revealed herein, and if we establish a relevant need, we will only retain it for the 
shortest possible period to realise the purpose of collection unless a longer retention period is 
required by the Law, and thereafter have your personal information destroyed or anonymised by 
irreproducible means.  With regards to any third party revealed in the Annex, we undertake to 
promptly follow our instructions to delete your personal information during and at the end of the 

cooperation between it and us.  If we stop the provision of IoTag GEAR services or business 
operations, we will promptly cease to collect your personal information, and will delete or de-
identify your personal information collected by us without delay, in which case we will give 
individual notice, or by publishing the relevant information on our website or within the App.   

IV.    How we transfer your personal information to other entities 

        In addition to the scenarios that we undertake your commands to share your personal information 
with other users, such as during Device Sharing, we may have your personal information transmitted 
to other entities in the following situations: 

(a)      Delegated processing and sharing in normal situations 

If it is necessary for providing you with better or satisfactory products or services, we may engage 
third-party service providers to analyse or process your personal information or share your 
personal information with our affiliates or third-party service providers. 

With regards to our affiliates, please note that we are the headquarters of a global operating group 
of companies running the IoTag GEAR brand, which has multiple legal entities or affiliates across 
different jurisdictions.  To be specific, among our affiliates, the research and development team, 
maintenance and customer service team supporting IoTag GEAR brand will have access to your 
personal information and will conduct data processing on your personal information.  

With regards to third-party service providers who can obtain and/or process your personal 
information in connection to the App, please refer to the Annex of this Policy for 
details.  Specifically, we currently involve cloud services providers to host the App and store data, 
to collect information about the crash history of the App and your usage behaviour and to send 
push notifications.  We undertake to prompt such service providers to abide by the Law and use 
your personal information only for the purposes listed in this Policy. 
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There are also cases where we are required to provide your personal information to the competent 
regulatory agencies pursuant to the Law, court orders, any other provisions of legal proceedings, 
or mandatory requirements imposed by administrative or judicial bodies.  To the extent permitted 
by the Law, information sharing under this circumstance does not require your prior 
authorisation or consent.  

(c)      Control Transfer 

In principle, we will not transfer and cease our control over your personal information to any 
third-party entities except when we would have undergone acquisition, merger or 
reorganisation. 

With the continuous development of our business, we may engage in transactions including 
mergers, acquisitions and assets transfers.  We will notify you if such were to occur, and 
continuously protect or cause data receiving parties to continuously protect your personal 
information pursuant to the Law or, in each transaction as required by the Law and with no less 
than the standard stipulated under this Policy. 

(d)     Public Disclosure 

We will not disclose your personal information to the public, unless we notify you of the purpose 
of such specific disclosure, the type of information to be disclosed, and the scope of any sensitive 
information (if any, as defined in the Law) involved.  

V.       Your rights: How to access to and control your personal information  

(a)    Access to or correct your personal information.  You may refer to our contact information 
listed at the top of this Policy to request access or correct your personal information which are 
provided to us but has errors.  Such rights will not be affected by international transfer of your 
personal information.  Before any access or correction starts, we may require you to provide some 
information so to check and verify your identity as the App account owner. 

(d)   Cancel your App account.  You may initiate cancellation of your App account in your App 
account setting.  Before the completion of the cancelation, we may require you to provide some 
information to check and verify your identity as the App account owner.  You may also reach out to 
customer services in the App for assistance.  Please note that we will delete or de-identify your 
personal information in irreproducible and irrecoverable means, immediately after the cancellation 
of your App account.  

(e)    Your other rights.  If the applicable law provides for your rights other than the above (such as 
data portability, if applicable), you may contact us at any time by sending an email to us, clearly 
indicating the right you wish to exercise and attach the documents required for the identification 
verification process. You may also file a claim with the competent Data Protection Authority in your 
country. 

VI.    Location of data storage, and cross-border transfer of personal information  

(a)    Location for storing your personal information.  Personal information collected and generated 

from your use of IoTag GEAR products and services will be stored in the servers housed in third-
party cloud facilities, which are physically located in the United Kingdom.  
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VII. Liability 

Claims for damages for a breach of duty and in tort, and claims for reimbursement of futile expenses, 
are excluded with regard to our employees, agents and us. 

This limitation of liability shall not apply, if the damage was willfully caused or by gross negligence, or 
on a breach of material contractual obligations, meaning contractual obligations that enable proper 
enforcement of the contract in the first place and which the contractual partner can rely on to be 
fulfilled on a regular basis, and may endanger fulfilling the purpose of the contract if in violation.  It 
shall also not apply to damage caused by injuries to life, limb or health, if we are held responsible for 
breach of duty.  The limitation shall further not apply to damage that is caused by the absence of a 
warranted quality or for which liability is stipulated under the Law. 

VIII. Amendment to this Policy  

We may amend this Policy from time to time.  In such a case, we will seek your consent on the condition 
that we have notified you of such amendment by one or more of the following ways: (i) show the 
amended privacy policy to you in the form of push notifications when you log in the App account or 
update your products or services; or (ii) contact you via your contact information on file, for example 
by email or other equivalent methods.  Once you opt in, the updated version shall become binding 
upon you instead of this Policy. 

You can find the latest version of the IoTag GEAR Privacy Policy by checking your App account setting 
in the App.  We encourage you check our privacy policy whenever you access our services. 

IX.  Severability  

If any provision in this Policy is deemed to be unlawful or unenforceable, that provision will be amended 
by us insofar as necessary in order to make it lawful or enforceable, while retaining the meaning of that 
provision as much as possible. 

Whenever possible, the provisions of this Policy shall be interpreted in such a manner as to be valid and 
enforceable under the Law.  However, if one or more provisions of this Policy are found to be invalid, 
illegal or unenforceable, in whole or in part, the remainder of that provision and of this Policy shall 
remain in full force and effect as if such invalid, illegal or unenforceable provision had never been 
contained herein. 
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Annex: Third Party List 

  

1.       Cloud Storage – Microsoft Azure 

l  Functions in support: Store and transmit various data collected from all our products and 
services; maintain the connection between your Device and your App account and Sub 
Account Holders (if any). 

l  What type of your information is accessed: All information we collect as revealed in the 
Policy. 

l  What permissions of your mobile device is sought: Nil 

l  How to obtain information from our products and services: According to your commands or 
upon our instructions.  

2.       Notification Push Service – Apple 

l  Functions in support: Push various kinds of messages within the App for iOS systems. 

l  What type of your information is accessed: Your IoTag GEAR username.  

l  What permissions of your mobile device are sought: “Notification” for push to the top page 
of your mobile device; and “Storage” for downloading and installing new versions of the App. 

l  How to obtain information from our products and services: The installation of the App on 
your mobile device of iOS system. This service is integrated in the APP’s built-in SDK/API. 

3.       Notification Push Service – Google 

l  Functions in support: Push various kinds of messages within the App for Android systems 

l  What type of your information is accessed: Your IoTag GEAR username.  

l  What permissions of your mobile device is sought: “Notification” for push to the top page of 
your mobile device; and “Storage” for downloading and installing new versions of the App. 

l  How to obtain information from our products and services: The installation of the App on 
your mobile device of Android system. This service is integrated in the APP’s built-in SDK/API. 
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